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ABSTRACT 

Networked virtual reality environments including virtual worlds devoted to 

entertainment, online socializing and remote collaboration have grown in popularity with 

the rise of commercially available consumer graphics hardware and the growing ubiquity 

of the Internet. These virtual worlds are typified by a persistent simulated three-

dimensional space that communicates over a computer network, where users interact with 

the environment and each other through digital avatars. Development of these virtual 

worlds challenges the limits of the networking infrastructure, 3D streaming graphics 

techniques, and the distributed computing design of the virtual world systems that 

manages the simulation. In this dissertation, we explore solutions to different aspects of 

the overall problem of developing a general purpose, networked virtual environment, 

focusing on the networking and software system issues. Specifically, we show how to 

improve the networking infrastructure to better support the high packet-rate traffic that is 

typical of virtual worlds, efficiently stream terrain data for remote rendering, and 

construct a dynamically adaptive distributed systems framework suitable for virtual world 

simulations. 
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Chapter 1 Introduction  
 

The evolution and growing ubiquity of the Internet along with the wide distribution 

of affordable computer graphics hardware has spurred a profusion in the creation of 

online 3D virtual reality environments. These virtual worlds have initially focused on 

gaming and entertainment but are evolving to support more complex virtual world 

applications [strassburger]. The first widely successful virtual worlds were developed for 

online gaming. Technical development focused on creating an expansive virtual world 

that allowed a large number of users to simultaneously participate in a real-time gaming 

experience in a genre of application termed ñMassively Multiplayer Online Games 

(MMOG)ò [uo][wow]. In these systems, players connect to remote servers that manage 

the simulation and interact with the world through virtual avatars. These MMOGs were 

narrow in focus, allowing only game-specific interaction using pre-downloaded content. 

This concept has been extended to construct more general purpose virtual environments 

we refer to as ñmetaversesò, where the interaction between users and their environment is 

less constrained and more free-form [active][croquet][blue]. 

These metaverses are characterized by a dynamic, persistent simulation, where the 

world and the content expressed within it are constantly changing. This introduces a 

number of problems in presenting a quality experience to the remote user. First, the real-

time interactive nature of virtual worlds requires support from the network infrastructure 

to provide high packet-rate low-latency data delivery to manage a constant stream of 

world update information [claypool]. Second, because the world environment is 

expansive, detailed, and dynamic, it cannot be pre-downloaded. World information must 
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be interactively streamed to the remote user [odlyzko]. Thirdly, because the world is free-

form, the world simulation workload is dynamic and unpredictable [kinicki] . The virtual 

worldôs simulation system must be able to cope with this variation in world activity and 

adapt to the simulation workload. 

1.1 Research Overview 

As virtual worlds continue to evolve and gain in popularity, the desire for richer, 

more expansive, and more detailed virtual worlds continually pressures the computer 

systems that support them to improve [woodcock]. This thesis focuses on three 

components to support networked virtual environments:  

1) Cache optimization strategies in routers and network appliances through the 

use of approximate data structures to increase the packet processing 

capabilities of networking devices 

2) Terrain data streaming techniques, focusing on the compressibility of 

streaming terrain models and developing intelligent streaming and 

prioritization algorithms for terrain data 

3) Distributed system designs to support immersive virtual worlds simulations 

through dynamic load balancing by using spatial subdivision methods 

1.1.1 Network Packet Processing Optimization  

The Internet is designed as a best-effort, packet-switched network. Communication 

between different nodes connected to the Internet is divided into data packets and 

delivered through a complex network of nodes and routers to reach their destination. 



3 

 

 

 

None of the intermediate nodes in the network provide any guarantees to the order, 

timeliness, or integrity of the packets they process. Even the act of forwarding data 

packets towards their destination is not guaranteed. This allows the network to be 

designed from simpler components, which has helped the Internet Protocol to gain world-

wide adoption as the de-facto standard for network data exchange. By exploiting this 

understanding of the network, it is possible to construct more efficient packet processing 

algorithms without changing the semantics of packet delivery. 

The goal of real-time interactivity for networked virtual environments has changed 

the type of traffic that the network must support. Currently, network appliances are 

designed to support a smaller number of large data packets that make up the majority of 

todayôs Internet traffic, primarily being composed of web, file sharing, and video 

streaming traffic [cisco]. Remote real-time interactive virtual environments require 

continuous, low-latency updates, which has a traffic composition that is unlike the 

majority of Internet traffic. In a packet-switched network such as the Internet, this means 

that time-sensitive updates from remote virtual worlds bombard the network with a high 

quantity of small data packets which represent world updates. This increases the packet 

rate that the network must be able to support [ferreira][feng02].  

At the network level, devices such as firewalls, network address translators (NAT), 

and routers rely on fast packet classification in order to process packets in a timely 

manner. These services require that packets be classified based on a set of rules before 

deciding how to process the packet. The result of this classification can be used for 

something as simple as deciding to admit or reject a packet (in the case of a firewall) or 

something more complex, such as rewriting the identification markers of a packet (in the 
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case of a NAT). These services require classification algorithms to not only analyze the 

destination address but also flow identifiers such as source address, layer-4 protocol type, 

and port numbers.  Packet classification is a very complex task and there has been a large 

amount of work done to try and develop more efficient classification algorithms [gupta]. 

Still, in the context of high-performance networks, the hardware requirements of 

performing full classification on each packet at line rates can be overwhelming. 

One method of accelerating packet identification is to employ a cache to store the 

results of previous classification decisions. Since connections on the Internet are 

discretized into data packets, each connection will generate many packets using identical 

flow identifiers (unique markers that identify a packet as belonging to a specific 

connection between two applications communicating over the network). By employing a 

cache, it is possible to eliminate significant amounts of repeated computation by 

bypassing the packet classification algorithm, enabling packets to be processed at line 

rates. It is not unusual for routers on the Internet to be dealing with hundreds of 

thousands of concurrent flows [trammel], which require larger caches to accommodate 

the larger volume of distinct flow identifiers. Since larger caches are necessarily slower 

and monetarily more expensive, the design of a caching algorithm must attempt to use as 

little memory as possible. 

This thesis addresses the problem of building faster, more compact, and more 

affordable packet classification caches by introducing the idea of creating an approximate 

cache ï a cache that stores inexact representations of data instead of the data itself ï that 

maintains the existing semantics and reliability expectations of the network. This cache 

can be used in two different ways. In the first way, it can be used to replace traditional 
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exact-precision caches, trading a very small potential misclassification rate in exchange 

for having smaller, faster caches. We show that the memory footprint required to support 

the same cache hit rate is reduced by nearly an order of magnitude. In the second, it can 

be used to augment traditional set-associative caches, allowing them to be accessed more 

efficiently. By adding a small (much less than 1/10
th
 the size) approximate cache in front 

of an exact n-way set associative cache we can reduce the amount of exact cache memory 

accessed to service a cache hit by nearly 1/n. Furthermore, the approximate cache can, 

with a probability near 100%, determine if a query will miss the exact cache. These 

designs will allow for the construction of faster, more cost-effective network devices to 

support the high packet rate traffic that is typical of interactive virtual worlds.  

1.1.2 Terrain Data Representation and Streaming 

One area of rapid growth in online application usage is areas of virtual mapping, 

such as Google Earth [gearth] and massively multi-user virtual worlds on both desktop 

[nielson] and mobile platforms [patro], which also need to render mapping and 

geographical data (Figure 1, Figure 2). For these types of applications, the data and the 

 

Figure 1: Screenshot of a terrain rendering 

 

Figure 2: Underlying rendered geometry 
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users viewing the data are often not co-located, so the world geometry must be delivered 

through the network for remote rendering and display. The amount of data that describes 

the worldôs geometry will exceed the networkôs ability to deliver it in a timely manner 

and must be managed in a way that allows the client to receive the data they need to have 

a visually pleasing experience without overwhelming the network, other applications that 

share the network, and other components of the virtual world simulation. The remote 

visualization of the virtual environment requires content and network-aware streaming 

algorithms to disseminate visualization data to remote viewers in order to provide a time-

sensitive high-quality rendering for the users of the virtual worlds.  

There is an imperative need for techniques and algorithms that are aware of network 

constraints and the limits of human perception. Data that is sent through the network that 

exceeds the ability of the viewer to perceive it is wasted bandwidth. To maximize the 

userôs virtual terrain browsing experience, the order in which remote data is transmitted 

to the client should be dictated by the viewerôs local perception ï that is to say, visible 

features should be prioritized before occluded features, nearby objects favored over 

distant objects and complex data features sent before uniform data. Models and object 

geometry should be transmitted in a quality-aware manner that allows information to be 

transmitted continuously in a compact form that allows clients to view data with 

progressively increasing quality.  This thesis proposes algorithms that use estimates of a 

terrainôs features and visual impact on the viewer to prioritize streaming.  

The following are the key observations about the limitations of the network and 

human perception that guide the design of a well-behaved terrain streaming algorithm: 
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1. The amount of bandwidth that is available to the terrain streaming algorithm is 

limited. 

2. Large variations in terrain geometry (such as mountains) are more important than 

more uniform geometry (such as small hills or plains). 

3. Terrain near the viewer occupies a larger visual footprint and smaller variations 

in terrain geometry become magnified as they get closer. This means that terrain 

geometry near the viewer is more important than distant terrain geometry. 

This thesis proposes using a modified progressive JPEG representation to enhance 

the compressibility of terrain data. By describing the terrain geometry as a height field 

and dividing it into fixed-area tiles, the data becomes analogous to a grey-scale bitmap 

image. This representation is amenable to JPEG-style lossy compression that allows the 

data to be compressed in a way that prioritizes high magnitude frequency data (i.e. cliffs, 

mountain peaks, and inclines) and de-prioritizes low magnitude frequency data (i.e. 

plains and flat, featureless areas). By using a progressive JPEG encoding, the terrain 

geometry is reorganized into tiled refinement layers so that the geometry can be 

described in varying levels of detail, using a proportionately smaller amount of data. By 

considering the features of the terrain and the remote userôs viewpoint, these tiled 

refinement layers are streamed to the remote client so that the refinement layer tile that 

will have the most visual impact on the viewer will be sent first. 

1.1.3 Distributed Computing for Virtual Worlds  

One fast growing area of computer science is the management of distributed virtual 

worlds such as Second Life and World of Warcraft [kinicki ][rosedale][sl][wow]. An 
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example of such a virtual world is shown in Figure 3. Because these virtual worlds can 

have unbounded size and complexity, it is necessary to develop systems that can 

distribute the computing load of managing the virtual world over many server computers. 

Management of an unbounded dataset is a problem because no single computer can 

process the state of the world in a timely fashion. The only way to manage a large virtual 

world is to use a distributed system, where the task of managing the virtual world is 

divided into smaller, more manageable pieces that can each be processed on a single 

computer. 

One way to approach the problem of load balancing a large virtual world is to 

spatially divide it into regions mapped to multiple computing resources. One simple 

approach is to divide the world into a regular grid [rosedale] (Figure 4). While this kind 

of structure does successfully manage to divide the world into smaller pieces, it is not an 

ideal solution. In a dynamic virtual environment, the computing load is not spread 

uniformly throughout the world [varvello]. This will lead to some regions being mostly 

empty, resulting in underutilized computing resources. Some areas will have a high level 

 

Figure 3: Screenshot from popular massively-multiplayer online game, World of Warcraft [gamersbin] 
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of activity, resulting in degraded performance because the regionôs server cannot 

accommodate the computing load of the world simulation. Spatial subdivision using 

regular grids also makes an assumption about the virtual scale of the simulation. For 

example, a region could consist of one square meter, or one square mile. This fixes the 

expected scale of the simulation. A grid that is scaled appropriately to simulate an ant 

colony will not be scaled appropriately to simulate larger virtual worlds such as a 

Disneyland-like theme park. 

This thesis addresses this problem of load balancing in virtual world systems by 

proposing a distributed server infrastructure using a hierarchical dynamic spatial 

partitioning system. As the distribution of entities within the virtual world move around 

and cluster together, the system dynamically subdivides the virtual space, assigning more 

servers to process more densely populated areas (Figure 5). We show that using a simple 

bintree structure is as effective at efficiently distributing the simulation workload as more 

sophisticated (but difficult to compute) global knowledge spatial subdivision algorithms. 

 

Figure 4: Overhead view of a virtual world using 

regular grid spatial subdivision. Circles represent 

entities/players.  

 

Figure 5: Overhead view of a virtual world using 

dynamic spatial subdivision. Each rectangular region 

is managed by a separate server 
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1.2 Dissertation Overview 

The rest of this dissertation is organized as follows. 

 In Chapter 2, we discuss improving the performance of network devices by 

introducing a novel approximate caching approach for packet and flow identification. 

Chapter 3 presents the design and evaluation of an adaptive virtual terrain streaming 

protocol that balances the limitations of the network and desire for high quality 

visualization to deliver terrain geometry in a progressive, quality-aware and adaptive 

manner. 

Chapter 4 explores the construction of the server-side system for virtual world 

simulation. By using a hierarchical space partitioning algorithm to dynamically assign 

resources in a distributed computing environment, we design a system that has good 

performance characteristics using realistic knowledge requirements. 

Finally, Chapter 5 summarizes the research contribution of this dissertation, 

discusses remaining challenges, and outlines future research directions. 
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Chapter 2 Approximate Packet Classification Caching 
 

As the number of hosts and network traffic continues to grow, the need to efficiently 

handle packets at line speed becomes increasingly important.  Packet classifiers allow in-

network devices such as firewalls [qiu], edge routers performing priority marking 

[stoica], load balancing switches, and network address translators [egevang] to provide 

differentiated service and access to network and host resources by efficiently determining 

how packets should be processed.  These services require packets to be classified using a 

set of rules to be applied to packet header information such as the source and destination 

address, port numbers, and protocol type.  The complexity of the packet classification 

problem and its importance in constructing efficient networks has led to a large volume 

of work focusing on the development of more efficient classification algorithms 

[feldmann][gupta], especially concentrating on improving address prefix-matching 

algorithms [srinivasan][waldvogel]. Bloom Filters have also been used to accelerate exact 

prefix-matching schemes [dharmapurikar]. However, the requirements of performing a 

full classification on each packet at current line rates can be overwhelming [partridge]. 

To keep up with network speeds, some approaches resort to expensive hardware 

implementations to improve performance [lakshman][xu]. However, there does not 

appear to be a good algorithmic solution for multiple field classifiers containing more 

than two fields [baboescu2]. 

The evolving demands of online gaming and immersive networked virtual 

environments are also applying pressure to network development. These applications are 

latency sensitive and require frequent updates as players and entities in those virtual 
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worlds move and interact with the environment and with each other. The update packets 

in such applications are typically much smaller in size than more traditional bulk-data 

packets, further increasing the packet processing rate demands on networking hardware, 

even without increasing overall bandwidth requirements [ferreira][feng02]. 

It has been well established that memory access delays limit packet classification 

speeds. While the lookup algorithm itself can be implemented in hardware, the dynamic 

nature of the classifying rules requires that the classification table be stored in memory 

whose access latency limits classification speed. Due to the inherent latency of RAM 

memory access and the need to perform classification lookups at line speed, there is only 

sufficient amount of time to perform less than half a dozen memory accesses [varghese]. 

Unfortunately, the best solutions to this problem still require a significantly higher 

number of memory accesses [gupta].  

One effective way to improve classification lookup speed is to avoid performing full 

classification operations by caching classification decisions and using these previously 

cached results whenever possible. Whenever a new flow identifier is encountered, a full 

packet classification decision occurs. The result of this classification decision is cached 

and the following packets in that flow are classified using the cached values instead of 

being classified using the slower packet classification engine. Caching improves lookup 

speeds by taking advantage of the temporal locality inherent in network traffic [claffy] . 

Unfortunately, packet classification caches must scale up to the total number of 

flows and it is not unusual for routers on the Internet to concurrently handle hundreds of 

thousands of flows [trammel]. Because of this, packet classification caches must be 

reasonably sized in order to maintain high hit rates. The goal of this work is to develop a 
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more scalable packet classification cache, suitable for deployment on the evolving 

Internet. 

Section 2.1 explores related work in the area of packet classification and network 

caching. Section 2.2 outlines the argument for using an approximate algorithm in the area 

of packet classification. Section 2.3 introduces the first approximate algorithm, a Bloom 

filter based approach. Section 2.4 proposes another approximate algorithm, based on set-

associative cache framework storing hash digests identifiers. These algorithms are 

experimentally evaluated in Section 2.5. 

2.1 Related Work 

A classic approach to managing packetized data streams that exhibit temporal 

locality is to employ a cache that stores recently referenced items. Packet-switched 

networks inherently exhibit temporal locality; the arrival of a packet on an Internet link 

implies a very high probability of the arrival of another packet with the same flow 

identifier [brownlee][feldmann][mccreary][thompson]. 

 Employing caches to take advantage of this temporal locality has been shown to 

improve the performance packet classifier significantly in Internet routers [jain][xu]. 

Network cache design has borrowed concepts from computer architecture (Least-

Recently Used (LRU) stacks, set-associative multi-level caches) [jain]. Some caching 

strategies rely on CPU L1 and L2 cache [partridge] while others attempt to map the IP 

address space to memory address space to use the hardware TLB [chiueh]. Another 

approach is to add an explicit timeout to an LRU set-associative cache to improve 
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performance by reducing thrashing [xu]. In addition to leveraging the temporal locality 

observed on networks, approaches to improving cache performance have applied 

techniques to compress and cache IP ranges to take advantage of the spatial locality in the 

address space of flow identifiers [chiueh2][gopalan]. This effectively allows multiple 

flows to be cached in a single cache entry, so that the entire cache may be placed into 

small high-speed memory such as a processor's L1/L2 cache.  

How well a cache design performs is typically measured by its hit rate for a given 

cache size.  Generally, as additional capacity is added to the cache, the hit rates and 

performance of the packet classification engine should increase. In a set-associative cache 

architecture, increasing the level of associativity will improve cache performance, but 

yields diminishing returns for associativity levels greater than four [li] . 

Unlike route caches that only need to store destination address information, packet 

classification caches require the storage of full packet headers.  Unfortunately, due to the 

increasing size of packet headers (the eventual deployment of IPv6 [huitima]), storing 

full header information can be prohibitively expensive given the high-speed memory that 

would be required to implement such a cache. It is beneficial to develop a cache 

architecture that can store more information, without increasing the amount of memory 

required to support the cache. 

2.2 An Approximate Algorithm Approach  

Traditionally, cache designs trade off time and space with the goal of balancing the 

overall cost and performance of the device. This thesis proposes another axis of the 
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design space that has not been previously considered: accuracy.  In particular, we 

quantify the benefits of relaxing the accuracy of the cache on the cost and performance of 

packet classification caches.  

To understand the implications of developing an approximate packet classification 

cache, we must first consider the design semantics of the Internet. The network is 

structured as a packet-switched best-effort service, meaning that communication between 

hosts is divided into packets before being transmitted through the network, with 

intermediate nodes in the network providing no guarantees about bandwidth availability 

or the reliability, integrity, timeliness and order of data delivery. The responsibility of 

ensuring that a data packet is delivered is delegated to the end points, rather than the 

network infrastructure itself. This simplicity of this design was motivated by a desire to 

connect many different networks together, communicating in a single common Internet 

Protocol (IP), without requiring any internal changes to any of the distinct networks 

connecting to the Internet. By designing a protocol that required few guarantees from the 

underlying network, it would be possible to connect any type of network (such as 

ARPANET, Packet Radio and Packet Satellite) to a common Internet [leiner]. While this 

philosophy has led to the world-wide adoption of IP, this lack of reliability forces the 

burden of detecting and correcting for network faults to end hosts; the core infrastructure 

of the Internet is simple and the edges and end points of the network are intelligent. This 

design philosophy is known as the end-to-end principle [saltzer]. In this scheme, since the 

end hosts are designed to detect and correct faults, this introduces an opportunity to 

employ approximate algorithms within the network infrastructure because any errors 
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generated by the network will automatically be rectified at the endpoints of the data 

communication. 

This chapter explores the design of two styles of approximate caches. The first is 

explored in Section 2.3, and is based on a Bloom filter data structure [bloom]. A model 

for optimizing Bloom filters for this purpose is explored, as well as extensions to the data 

structure to support graceful aging, bounded misclassification rates, and multiple binary 

predicates. This design will yield potential false-positive matches and can store only a 

limited amount of information on each flow identifier. This design is appropriate for use 

in firewalls or routers. These types of approximate caches can provide nearly an order of 

magnitude cost savings at the expense of misclassifying one billionth of packets for IPv6-

based networks. 

The second design is explored in Section 2.4 and is based on storing hash digests of 

flow identifiers. It is suitable for situations requiring an arbitrary amount of information 

to be stored for each flow identifier. This design can also be adapted for use in a multi-

level cache, using the digest cache to augment a more traditional set-associative cache to 

provide improved cache performance without incurring the cost of a probabilistic 

misclassification. In this scenario, the digest cache is used as a Las Vegas style of 

approximate algorithm, where the digest cache will always correctly identify locations in 

the cache where a given flow identifier is not stored and yield high-probability matches.  

2.2.1 Dealing with Misclassification 

Measurement studies have discovered that between 1 in 1100 to 1 in 32000 TCP 

packets on the Internet will fail their CRC check, showing that packet corruption has 
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occurred, even though link-layer checksums should only admit error rates of 1 in 4 billion 

[stone]. Extrapolating, this means that on average, 1 in 16 million to 1 in 10 billion TCP 

packets will contain an undetectable error. With this in mind, we contend that introducing 

a packet misclassification probability in the order of 1 in a billion packets will not 

meaningfully degrade the utility of the network. It is the responsibility of the end system 

to detect and compensate for errors that may occur in the network [saltzer]. The 

immediate question that arises when we introduce the possibility of a misclassification is 

to account for the result of the misclassifications.  

Consider the case of a firewall. If F1, F2 ... Fq unique flows were to set signatures in 

an approximate cache that matched the signature to a new flow Fô, we will accept Fô as a 

previously validated flow. In the case that Fô is a valid flow, no harm is done, even 

though Fô would never have been analyzed by the packet classifier. If Fô is a flow that 

would have been rejected by the classification engine then there may be more serious 

repercussions - the cache would have instructed the firewall to admit a bad flow into the 

network. This case can be rectified for TCP-based flows by forcing all TCP SYN packets 

through the classification engine. Another solution would be to periodically reclassify 

packets that have previously been marked as cached. If a misclassification is detected, all 

bits corresponding to the signature of the flow id could be zeroed. This approach has the 

drawback of initially admitting bad packets into the network, as well as causing flows 

which share similar flow signatures to be reclassified. 

If an attacker wanted to craft an attack on the firewall to allow a malicious flow, Fô, 

into the network, they could theoretically construct flows, Fô1, Fô2 ... Fôq, that would 

match the flow signature of Fô. If the firewallôs internal hash functions were well known, 
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this could effectively open a hole in the firewall. To prevent this possibility, internal hash 

functions should not be openly advertised. An additional measure would be to randomly 

choose the hash functions that the firewall uses. Hash functions can easily be changed 

periodically as the cache ages, as there is no need to synchronize the hash function with 

any external host. 

In the case of a router, a misclassified flow could mean that a flow is potentially 

misrouted, resulting in an artificially terminated connection. In a practical sense, the 

problem can be corrected by an application or user controlled retry. In the case of UDP 

and TCP, a new ephemeral port would be chosen, constructing a new flow identifier, and 

network connectivity can continue. If an approximate cache has misclassified a previous 

flow, it will have no impact on the classification of the new flow. The network is also 

designed to atomically guard itself from errors. For example, if the misclassification 

results in a routing loop, the network already protects itself from this error by using the IP 

time-to-live counter (TTL). If we randomly force cached flows to be re-classified, we can 

reduce this ñfatalò error to a transient one. TCP retransmits and application-level UDP 

error handlers will  make this failure transparent to the user. 

Real-time update packets that are characteristic of online gaming and networked 

virtual worlds are performed with UDP packets for low-latency signalling [ferreira] 

[feng02]. These protocols are already designed to be resilient to packet loss. 
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2.3 Approximate Algorithm 1: Bloom Filters 

A Bloom filter is a data structure that allows a quick, but approximate test, to see if 

an identity, x, is a member of a set, S [bloom]. This approach may generate false positives 

ï a Bloom filter may incorrectly report that an identity, x, is a member of the set ï but a 

Bloom filter will never generate false negatives. The Bloom filter is a very space-efficient 

data structure, which makes it an attractive data-structure from which to construct a 

cache. Bloom filters were originally invented to store large amounts of static data 

(hyphenation rules on English words), but have found applications in computer 

networking [baboescu][mitzenmacher]. Applications range from web cache sharing [fan] 

to active queue management [feng] to IP traceback [sanchez][snoeren] to resource 

routing [byers][czerwinski]. 

The Bloom filter data structure used in this chapter consists of M = N × L bins. (Each 

bin consists of one bit.) These bins are organized into L levels with N bins in each level, 

to create N
L
 virtual bins (possible permutations). To interact with the Bloom filter, there 

are L independent hash functions, each associated with one bin level. Each hash function 

maps an element into one of the N bins in that level. For each element we enter into the 

Bloom filter, we compute the L hash functions and set all of the corresponding bins to 1. 

To test membership of any element in our Bloom filter, we compute the L hash functions 

and test if all of the corresponding buckets are set to 1. See Figure 6 for an example. This 

approach may generate false positives ï a Bloom filter may incorrectly report that an 

element is a member of the set S. 
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For optimal performance, each of the L hash functions, H1, H2é HL should be a 

member of the class of universal hash functions [carter]. That is, each hash function 

should distribute elements evenly over the hashôs address space, and for each hash 

function ὌȡὩO ρȣὔ , the probability of collision Ὄ ὥ Ὄ ὦȟὥ ὦ ,   is 1/N. In 

practice, we only compute one hash function, ὌȡὩO ρȣὔ , for each insertion/query 

operation and simply use different portions of the resulting hash to implement the L hash 

functions. 

This definition of a Bloom filter differs slightly from the classical definition [bloom], 

where each of the L hash functions can address all of the M bit buckets. This definition of 

the Bloom filter is often used in current designs due to potential parallelization gains to 

be had by artificially partitioning memory [feng]. It should be noted that this approach 

yields a negligibly worse probability of false positives under the same conditions but an 

equal asymptotic false-positive rate [broder].  

2.3.1 Properties of the Bloom Filter 

In order to better design and understand the limitations of our architecture, it is 

important to understand the behavioral properties of a Bloom filter. In particular, we are 

 

Figure 6: An example: A Bloom filter with N=5 bins and L=3 hash levels. Suppose we wish to insert an 

element, e. 
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interested in how the misclassification probability and the size of the Bloom filter will 

affect the number of elements it can store. 

A Bloom filter storing k elements has a probability of yielding a false positive of 
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For our purposes, we need to know how many elements, k, we can store in our bloom 

filter, without exceeding some misclassification probability, p. Solving for k yields 
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To simplify this equation, we apply the approximation ρ ρȾὔ Ὡ Ⱦ . So 
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From Equation 3 it is clear that the number of elements, ə, that a Bloom filter can 

support scales linearly with the amount of memory M. The relative error of this 

approximation, ə/k, grows linearly with the number of hash functions L, and decreases 

with increasing M. For the purposes of our application of this approximation, the relative 

error is negligible. (For M Ó 1024 bytes and L Ò 50, the relative error is less than 0.35 %.) 

Note that solving for p in this equation yields the more popular expression [broder, 

fan, snoeren], 

 ( )LMLep k--=1  ( 4 ) 
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2.3.2 Dimensioning the Bloom Filter 

Bloom filter design was originally motivated by the need to store spell-checking 

dictionaries in memory. The underlying design assumption is that the intent is to store a 

large amount of static data. However, this assumption is not applicable when dealing with 

dynamic data, such as network traffic. Previous work has attempted to dimension a 

Bloom filter such that the misclassification rate is minimized for a fixed number of 

elements [broder]. 

To apply Bloom filters to the context of driving a cache, we prefer to maximize the 

number of elements k that a Bloom filter can store, without exceeding a fixed maximum 

tolerable misclassification rate, p. To maximize ə as a function of L, we first take the 

derivative də/dL, set it to 0, and solve for L to find the local maximum. 
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Now suppose a u = p
1/L

, so L = ln p / ln u. 
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Since p ⱦ [0, 1] then u ⱦ [0, 1], u only has one solution, u = ½, which means ə is 

maximized for 

 ppL 2log2ln/ln -=-=  ( 7 ) 

This is an interesting result, because it implies that L is invariant with respect to the size 

of the Bloom filter, M. 

The accuracy of this approximation increases as M increases. In our testing, for 

cache sizes greater than 1KB, this approximation yields no error. In all the simulations 

presented in this chapter, this approximation and the optimal value of L are equal. Even if 

we choose a slightly sub-optimal value of L, the difference in the maximum number of 

flows the Bloom filter can store is negligible. Figure 7 graphs this relationship. For values 

of L that are near optimal, the number of flows, k, that the Bloom filter can store are 

nearly identical. 

 

Figure 7:  The maximum number of elements that can be stored by a 512KB cache 
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Figure 8 graphs the relationship between p and k. We can see that the relationship is 

roughly logarithmic. This approximation serves as a good guide for ranges of two orders 

of magnitude or less.  

A less obvious implication of this approximation is the relationship between the 

amount of memory, M, the number of elements, k, and the probability of a false positives, 

p. Since the optimal choice of L is asymptotically invariant with respect to M, and ə is 

proportional to k, we can assert that k is linearly related to M. A visual representation of 

this relationship is depicted in Figure 9. Note that a Bloom filter cache with a 

misclassification rate of one in a billion can store more than twice as many flows as an 

exact IPv4 cache, and almost 8 times as much as an exact IPv6 cache. (Each entry in an 

exact IPv6 cache consumes almost 3 times as large as an IPv4 entry [huitima].) The 

 

Figure 8:  The trade-off between the misclassification probability, p, and the maximum number of 

elements, k, using optimum values of L. 
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effective storage capacity of the Bloom filter decreases logarithmically with the 

misclassification rate. 

It is also important to recognize that with this scheme, it is possible to store mixed 

IPv4/IPv6 traffic without making any major changes to our design. 

To summarize: 

¶ The optimal value of L is invariant with respect to the size of the Bloom filter, 

M. 

¶ k and p are roughly logarithmically related. 

¶ k is linearly related to M. 

2.3.3 Multiple Predicates 

There are a number of applications where multiple binary predicate data may be 

useful in in a packet classification cache. For example, in the case of a router, the 

forwarding interface for must be stored along with the flow identifier. Our first extension 

 

Figure 9: The relationship between the amount of memory, M, and the maximum number of elements 

(flows), k that can be stored while maintaining a given misclassification probability 
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to the Bloom filter is to extend its storage capability to a multiple binary predicate data 

structure. We propose a modification to our existing algorithm that allows us to store 

multiple binary predicates while preserving the desired original operating characteristics 

of the Bloom filter cache. 

Consider a router with I interfaces. This is analogous to a data structure that records I 

binary predicates. To store this information, we will construct a cache composed of I 

Bloom filters. Suppose we are caching a flow, e, that should be routed to the i
th
 interface. 

We would simply insert e into the i
th
 Bloom filter in our cache. To query the cache for the 

forwarding interface number of flow e, we will simply need to query all I Bloom filters. 

If e is a member of the i
th
 Bloom filter, this implies that flow e should be forwarded 

through the i
th
 interface. If e is not a member of any Bloom filter, e has not been cached. 

In the unlikely event that more than one Bloom filter claims e as a member, we have an 

ambiguous result. One solution to this problem is to treat the cache lookup as a miss by 

reclassifying e. This approach preserves correctness while adding only minimal operating 

overhead for the small fraction of packets for which this will occur. 

The probability of misclassification, p, with this algorithm is 

 

Figure 10: An example: A modified Bloom filter with 5 buckets and 2 hash levels, supporting a router with 

8 interfaces. Suppose we wish to cache a flow e that gets routed to interface number 2. 
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Solving for kô, the maximum number of flows this approach can store, we find 
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Using the same technique discussed earlier in Section 2.3.2, we find that kô is maximized 

when 
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The proposed extension to the Bloom filter cache requires increasing the amount of 

memory accessed by a factor of I. As will be shown in Section 2.5.3, additional memory 

accesses can incur serious performance penalty. However, by taking advantage of the 

memory bus width and fetching buckets from multiple Bloom filters simultaneously can 

easily mitigate this disadvantage (Figure 10). 

Consider a Bloom filter in which each bucket can store a pattern of I bits, where bit i 

represents interface i. When adding a packet to the bloom filter, we would only update bit 

i of each bucket. When querying the modified Bloom filter for a flow, e, we will take the 

results from each level of the bloom filter, and AND the results. 

2.3.3.1 Multiple Predicates with Non-Uniform Distributions 

The equations presented earlier in Section 2.3.3 assume that elements are evenly 

distributed over the multiple binary predicates. If the elements are not evenly distributed, 

our modified Bloom filter can become polluted in a short amount of time. 
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For example, suppose a router that supports 16 interfaces (binary predicates), using 

1KB of memory and a misclassification probability of 1e-9. If flows are distributed 

evenly over the interfaces, this configuration can support 167 elements. Conversely, if 

90% of flows set the first predicate, it would require only 13 elements to ñfillò this Bloom 

filter. 

To compensate for this deficiency, suppose a new hashing function, ὌᴂȡὩO πȣὍ

ρ, and let Ὦ Ὥ Ὄ Ὡ ÍÏÄ Ὅ . Instead of setting bit i in a Bloom filter, we will set bit 

j (Figure 11). This approach ensures that set bits are uniformly distributed throughout the 

cache, even when the elements are not evenly distributed. 

2.3.3.2 Multiple Predicates Compared With Single Predicate Bloom Filters 

It is important to examine how the multiple-binary-predicate Bloom cache compares 

to the single-predicate case. As discussed previously, the single-bit Bloom filter cache 

can store a maximum of ‖ ὓȾὒ ÌÎ ρ ὴȾ . For an optimized choice of ὒ

ÌÎÐ ȾÌÎς, ə becomes 
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Figure 11:  As before, suppose flow e is to be forwarded to interface 2. Now, let us suppose that Hô(e) = 3. 

So j = (i+Hô(e)) mod I=(2+3) mod 8 = 5. 
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The maximum number of flows the modified multi-bit Bloom filter can store is 

 Ὧᴂ
ÌÎρ ρ ρ ὴ Ⱦ Ⱦ

ÌÎρ ὒȾὓ
 ( 12 ) 

Applying the approximation ρ ρȾὔ Ὡ Ⱦ  we find 
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When Lô is optimized, əô becomes 

 ‖ᴂ
ὓÌÎς

ÌÎρ ρ ὴ Ⱦ
ÌÎρ ρ ρ ὴ Ⱦ  ( 14 ) 

where 

 ὺ
ÌÎς

ÌÎρ ρ ὴ Ⱦ
 ( 15 ) 

Immediately, we can see that the two approaches are still linearly related in M. Note here 

that I and p are constants. This is an important property, because it means that our 

proposed algorithm preserves the behavior of the single binary predicate cache. 

To better determine the relative performance of the multiple binary predicate and the 

single-binary-predicate cache approaches, we take the difference in the maximum 

number of flows that each design will accommodate. 

 ‖ ‖ᴂ ὓÌÎς
ρ

ÌÎρ ρ ὴ Ⱦ

ρ

ÌÎὴ
 ( 16 ) 

For  ὴḺρ, ρ ὴ Ⱦḙρ ὴȾὍ, giving 
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If I is not very big, as is the case when considering the number of interfaces of a 

router (for reference, a Juniper T640 routing node has 160 interfaces) then  ÌÎὴḻÌÎὍ , 

we can approximate by 

 ‖ ‖ᴂ
ὓÌÎς

ÌÎὴ

ÌÎὍ

ÌÎὴ π

ὓÌÎς ÌÎὍ

ÌÎὴ
 ( 18 ) 

This is an overestimate of the difference. So, we can say that, at worst, this approach 

scales logarithmically with I (for M and p constant). 

It is surprising how effective this approach is. The algorithm does not pollute the 

Bloom filter by setting bits any more than the single-bit approach. However, it is slightly 

more susceptible to contamination because each membership query examines L × I bits, 

as opposed to the L bits of the single binary predicate Bloom filter. 

 

Figure 12: Comparison of storage capacity of various multi-predicate Bloom filters 
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Figure 12 compares the difference in the maximum number of flows that can be 

stored by a multi-predicate Bloom filter cache.  The number of flows that a multiple 

predicate Bloom filter can store decreases logarithmically with the number of binary 

predicates. 

Note that the multi-predicate solution is a superset of the single-predicate solution ï 

setting I to 1 yields the equations presented in Section 2.3.1. 

2.3.4 Bloom Filter Aging 

This second extension to the Bloom filter adds the ability to evict stale entries from 

the cache. Bloom filters were originally designed to store digests of large amounts of 

static data ï adapting this algorithm to gracefully evict elements is required to use this 

data structure meaningfully in a dynamic environment such as the Internet. 

The first step towards developing an algorithm to age a Bloom filter is to decide how 

much information has already been stored in the cache. A simple method of deciding 

when the cache is full is to choose a maximum tolerable misclassification probability, p. 

When the instantaneous misclassification probability exceeds this constant, (pinstantaneous > 

p), we consider the Bloom filter to be ñfullò. We can calculate pinstantaneous by using 

different means. Let ɤ1, ɤ2, ... , ɤL be the fractions of buckets of each level of the Bloom 

filter that are set. The probability of misclassification is simply the product of ɤiôs. 

  ὖ  ( 19 ) ‫ 

This method will accurately estimate the misclassification probability. The drawback to 

this approach is that it will require counting the exact number of bits we set, complicating 
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later parallel access implementations of this algorithm, as well as adding several per-

packet floating-point operations. 

We can devise a simpler estimate of Pmisclassification that does not involve precise bit 

counting, nor global synchronization, by applying knowledge of the properties of the 

Bloom filter discussed earlier. We simply need to count the number of flows kô that we 

have inserted into our Bloom filter. So our estimate of the misclassification probability 

becomes 

  ὖ  ρ ρ ρȾὔ  ( 20 ) 

Reversing this equation, and solving for kmax we get 

 Ὧ  ÌÏÇ ρ ὖ
Ⱦ

ÌÏÇ ρ ρȾὔ  ( 21 ) 

 This estimate also provides the benefit of simplicity of calculation ï floating-point 

arithmetic is no longer required during runtime (since P, N, L are constant), only an 

integer comparison (kô > kmax). Additionally, it becomes easier to gauge the behavior of 

the cache - kô increases proportionally with the number of new flows we observe. 

With this information, it is now possible to design an aging strategy for the Bloom-

filter cache. 

2.3.4.1 Bloom Filter Aging: Cold Cache Approach 

This naïve approach to the problem of Bloom filter aging involves simply emptying 

the cache whenever the Bloom filter becomes ñfullò. The main advantage to this solution 

is that it makes full use of all of the memory devoted to the cache, as well as offering a 

simple implementation while maintaining a fixed worst-case misclassification 

probability. 
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The disadvantages, however, are quite drastic when considering the context of a 

high-performance cache: 

¶ While the cache is being emptied, it cannot be used. 

¶  Immediately after the cache is emptied, all previously cached flows must be re-

classified, causing a load spike in the classification engine. 

¶ Zeroing out the cache may cause a high amount of memory access. 

This approach mainly serves as a reference point to benchmark further algorithm 

refinement. 

2.3.4.2 Bloom Filter Aging: Double-Buffering 

If we partition the memory devoted to the cache into two Bloom filters, an active 

cache and a warm-up cache, we can more gracefully age our cache. This approach is 

similar to the one applied in Stochastic Fair Blue [feng]. The basic algorithm is given in 

Figure 13. The goal of this approach is to avoid the high number of cache misses 

immediately following cache flush, which occurs when the cache is full and older, stale 

entries must be evicted. By switching to a background cache, we can start from a 

ñwarmed-upò state. This approach can be thought of as an extremely rough 

approximation of LRU. 

However, this approach also has its drawbacks: 

¶ Doubling the memory requirement to store the same number of concurrent flows, 

as compared to the cold-cache case. 
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¶ Zeroing out the expired cache still causes a load spike in the use of the memory 

bus (although it is a smaller spike). This can be partially mitigated by slowly 

zeroing out memory. 

¶  If the instantaneous number of concurrent flows, kinst, is greater than kmax, this 

system will observe severe thrashing. Spikes in cache miss rates may be observed 

whenever kinst > kmax / 2 , depending on flow duration and packet inter-arrival 

rates 

¶ The simplest, naive implementations of this algorithm will double the number of 

memory accesses required to store a new flow. This performance loss can be 

when a new packet arrives  

    if the flow id is in the active cache  

        if  the active cache is more than ½ full  

            insert the flow id into the warm - up cache  

        allow packet to proceed  

    otherwise  

        perform a full classification  

        if the classifier allows the packet  

            insert the flow id into  the active cache  

        if the active cache is more than ½ full  

            insert the flow id into the warm - up cache  

        allow packet to proceed  

    if the active cache is full  

        switch the active cache and warm - up cache  

        zero out the old active cache  

Figure 13: Pseudocode for double-buffer aging algorithm for Bloom filters 
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recovered by memory aligning the two bloom filters, so that fetching a word of 

memory will return the bit states of both Bloom filters. 

2.4 Approximate Algorithm 2: Digest Caches 

In this section, we propose the notion of digest caches for efficient packet 

classification.  The goal of digest caches is similar to Bloom-filter caches proposed in 

Section 2.3; it trades some accuracy in flow identification in exchange for increased 

performance.   

There are two primary limitations of this Bloom filter cache design. First, each 

Bloom filter lookup requires N independent memory accesses, where N is the number of 

hash levels of the Bloom filter. For a Bloom filter optimized for a 1 in a billion packet 

misclassification probability, N=30. Second, no mechanism exists to recover the current 

elements in a Bloom filter, preventing it from using efficient cache replacement 

mechanisms such as LRU. 

Digest caches, however, allow traditional cache management policies to be 

employed to better manage the cache over time.  Instead of storing a Bloom filter 

signature of a flow identifier (source and destination IP addresses & ports and protocol 

type), it is only necessary to store a hash of the flow identifier, allowing for smaller sized 

cache entries. This idea is extended to accelerate exact caching strategies by building 

multi-level caches with digest caches in Section 2.4.4. 

Network cache designs typically employ simple set associative hash tables, an idea 

that borrowed from traditional memory management systems design.  The goal of the 
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network cache is to quickly determine the operation or forwarding interface that should 

be used, given the flow identifier.  Hashing the flow identifier allows traditional network 

processors to determine what operation or forwarding interface should be used while 

examining only a few of entries in the cache.  One significant limitation of exact- match 

caches for flow identifiers is the need to store large flow identifiers (e.g. 37 bytes for an 

IPv6 flow identifier) with each cache entry. This limits the number of flows that can be 

stored in a cache and increases the time necessary to find information in the cache. 

The most important property of a digest cache is that it stores only a hash of the flow 

identifier instead of the entire flow identifier. The goal of the digest is to significantly 

reduce the amount of information stored in the cache, in exchange for a small amount of 

error in cache lookups. Digest caches can be used in two ways. First, they can be used as 

the only cache for the packet classifier, allowing the packet classifier caches to be small. 

Second, they can be used as an initial lookup in an exact classification scenario.  This 

allows a system to quickly partition the incoming packets into those that are in the exact 

cache and those that are not, as well as identifying likely match locations in the exact 

cache. 

Digest caches are superior to Bloom caches in two ways. First, cache lookups can be 

performed in a single memory access. Second, they allow direct addressing of elements, 

which can be used to implement efficient cache eviction algorithms such as LRU. 

2.4.1 Dimensioning the Digest Cache 

The idea of a digest cache is to compare compact hashed flow identifiers to match 

cached flows, instead of comparing the larger full flow identifiers. In a sense, this scheme 
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trades the accuracy of the cache for a reduced storage requirement. Cache memory is 

partitioned in a similar manner to a traditional, set-associative cache. When dimensioning 

the set-associative cache, we need to decide what level of associativity to use. Previous 

work has demonstrated that higher cache associativity yields better cache hit-rates 

[jain][li] . However, unlike a traditional exact set associative cache, in the case of the 

digest cache, an increase in the degree of associativity must be accompanied by an 

increase in the size of the flow identifierôs hash to compensate for the additional 

probability of collision. If the digest is a c-bit hash, and we have a d-way set associative 

cache, then the probability of cache misidentification is 

 ὴ
Ὠ

ς
 ( 22 ) 

Equation 22 can be described as follows: Each cache line has d entries, each entry of 

which can take 2
c
 values. A misclassification occurs whenever a new entry has 

coincidentally the same hash value as any of the existing d entries. We must employ a 

stronger hash to compensate for increasing collision opportunities (associativity). 

Figure 14 graphs the number of flows that a 4-way set associative can store, 

assuming different misclassification probability tolerances.  The maximum number of 

addressable flows increases linearly with the amount of memory and decreases 

logarithmically with the packet misclassification rate. 

2.4.2 Theoretical Comparison of Bloom Filters with Digest Caches 

To achieve a misclassification probability of one in a billion, a Bloom filter cache 

must use 30 independent hash functions to use memory optimally. This allows us to store 

a maximum of kbloomcache flows in our cache, 
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 Ὧ
ÌÎ ρ ὴȾ

ÌÎ ρ ὒȾὓ
 ( 23 ) 

where L = 30, the number of hash functions, M, the amount of memory in bits, and p, the 

misidentification probability. To directly compare this with a digest cache, the maximum 

number of flows that our scheme can store, independent of the associativity, is given by  

 Ὧ
-

Ã
 ( 24 ) 

where the required number of bits in the digest function is given by 

 ὧ ổÌÏÇὨὴϳ Ỗ ( 25 ) 

This relation between kbloomcache and kdigest dependent on p, the misidentification 

probability and d, the desired level of cache set associativity.  

Figure 15 compares the storage capacity of both caching schemes. Both schemes 

linearly relate storage capacity to available memory, but it is important to note that 

simply storing a hash is more than 35% more efficient in terms of memory use than a 

Bloom filter, for this application. One property that makes a Bloom filter a useful data 

 

Figure 14:   Maximum number of flows that can be 

addressed in a 4-way set associative digest cache, 

with different misclassification probabilities, p 

 

Figure 15:   Comparison of storage capacity of 

various caching schemes. The Bloom filter cache 

assumes a misidentification probability of one in a 

billion, which under optimal conditions is modeled 

by a Bloom filter with 30 hash functions. 
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structure is its ability to insert an unlimited number of signatures into the data structure, 

at the cost of increased misidentification. However, since we prefer a bounded 

misclassification rate, this property is of no use to the solution to our problem. 

2.4.3 A Specific Example of a Digest Cache 

To illustrate the operation of a digest cache, we will construct an example 

application of a digest cache. Consider a router with 16 interfaces and a set of 

classification rules. We begin by assuming that we have 64KB of memory to devote to 

the cache and wish to have a 4-way associative cache that has a misclassification 

probability of one in a billion. These parameters can be fulfilled by a 32-bit digest 

function, with 4 bits used to store per-flow routing information. Each cache entry is then 

36 bits long, making each cache line 144 bits (18 bytes). 64KB of cache memory 

partitioned into 18-byte cache lines, gives a total of 3640 cache lines, which allows our 

cache to store 10920 distinct entries. A visual depiction of this cache is given in Figure 

16. 

Overview of Digest Cache: 

entry 0 entry 1 entry 2 entry 3 

entry 4 entry 5 entry 6 entry 7 

Cache Line 0       { 

Cache Line 1       { 

 

 

Cache Line 3639 { entry 109116 entry 109117 entry 109118 entry 109119 

 

 

Figure 16: An overview of 64KB 4-way set associative digest cache, with a misclassification probability of 

1 in a billion. This cache services a router with 16 interfaces. 

32-bit digest          4-bit route 
Contents of cache 

entry 



40 

 

 

 

Now, consider a sample trace of the cache, which is initially empty. Suppose 2 

distinct flows, A and B. 

1. Packet 1 arrives from flow A. 

a. The flow identifier of A is hashed to H1(A) to determine the cache line to 

look up. That is, H1 is a map from flow identifier to cache line. 

b. A is hashed again to H2(A) and compared to all four elements of the cache 

line. There is no match. The result, H2(A), is the digest of the flow 

identifier that is stored. 

c. A is classified by a standard flow classifier, and is found to route to 

interface 3. 

d. The signature H2(A), is placed in cache line H1(A), along with its routing 

information (Interface 3). 

e. The packet is forwarded through interface 3. 

2. Packet 2 arrives from flow A. 

a. The flow identifier of A is hashed to H1(A) to determine the cache line to 

look up. 

b. A is hashed again to H2(A) and compared to all four elements of the cache 

line. There is a match, and the cache indicates the packet should be 

forwarded through interface 3. 

c. The packet is forwarded through interface 3. 

3. Packet 3 arrives from flow B. 

a. The flow identifier of B is hashed to H1(B) to determine the cache line to 

look up. Coincidentally, H1(A) = H1(B). 
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b. B is hashed again to H2(B) and compared to all four elements of the cache 

line. Coincidentally, H2(A) = H2(B). There is a false-positive match, and 

the cache indicates the packet should be forwarded through interface 3. 

The probability that this sort of misclassification occurs is approximately 

4/2
32

 å 10
-9

. 

c. The packet is forwarded through interface 3. 

In the absence of false-positive matches, this scheme behaves exactly as a 4-way set 

associative cache with 14560 entries (3640 cache lines). Using an equivalent amount of 

memory (64 KB) a cache storing IPv4 flow identifiers will be able to store 4852 entries 

(1213 cache lines), and a cache storing IPv6 flow identifiers will be able to store 1744 

entries (436 cache lines). 

The benefit of using a digest cache is two-fold. First, it increases the effective 

storage capacity of cache memory, allowing the use of smaller, faster memory. Second, it 

reduces the memory bandwidth required to support a cache by reducing the amount of 

data required to match a single packet. As intuition and previous studies would indicate, a 

larger cache will improve cache performance [jain][li][partridge]. To that end, in this 

example, the deployment of a digest cache would have the effect of increasing the 

effective cache size by a factor of between 3 and 8. 

2.4.4 Exact Classification with Digest Caches 

Digest caches can also be used to accelerate exact caching systems, by employing a 

multi-level cache (Figure 17). A digest cache is constructed, in conjunction with an exact 

cache that shares the same dimensions (in number of cache lines and set associativity). 
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While the digest cache only stores a hash of flow identifiers, the exact cache stores the 

full flow identifier. Thus, the two hierarchies can be thought of as ñmirrorsò of each 

other. 

A c-bit, d-way set associative digest cache implemented in a sequential memory 

access model will be able to reduce the amount of exact cache memory accessed (due to 

cache misses) by a factor of 

 ὴ ͺ

ρ

ς
 ( 26 ) 

while the amount of exact cache memory accessed by a cache hit is reduced by a factor of 

 ὴ ͺ

ρ

Ὠ

ρ

ς

Ὠ ρ

Ὠ
 ( 27 ) 

The intuition behind Equation 27 is that each cache hit must access the exact flow 

identifier, while each associative cache entry has an access probability of 2
-c
. Note the 

digest cache allows for multiple entries in a cache line to share the same value because 

the exact cache can resolve collisions of this type. Since this application relies on hashing 

strength only for performance acceleration and not for correctness, it is not necessary to 

have as strong a misclassification rate. 

 

Figure 17: A multi-level digest-accelerated exact cache. The Digest cache allows filtering potential hits 

quickly, using a small amount of faster memory. 
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A multi-level 8-bit 4-way set associative digest-accelerated cache will incur a 4-byte 

first level lookup overhead. However, it will reduce second level memory access cost of 

an IPv6-bit cache miss look up from 148 bytes to 37.4 bytes, and a cache miss look up 

from 148 bytes to .6 bytes. Assuming a 95% hit rate, the average cost of cache lookups is 

reduced to 4 bytes of first level cache and 35.6 bytes of second level cache. 

2.5 Performance Evaluation of Approximate Caching Strategies 

 Two network traces were used to evaluate the effectiveness of the proposed caching 

strategies. Each of the two datasets represents a one-hour network trace. The first of the 

datasets was collected by Bell Labs research, Murray Hill, NJ. This dataset was made 

available through a joint project between NLANR PMA and Internet Traffic Research 

Group [bell]. The trace was from a 9 Mb/s link, consisting only of IP traffic, serving a 

staff of 400 people. The second trace was a non-anonymized trace collected at the OGI 

Trace Length 3600 s 

Number of Packets 974613 

UDP Packets 671471 

TCP Packets 303142 

Number of Flows 32507 

Number of TCP Flows 30337 

Number of UDP Flows 2170 

Avg. Flow Length 23.2654 s 

Avg. TCP Flow Length 13.8395 s 

Avg. UDP Flow Length 155.041 s 

Longest Flow 3599.95 s 

Avg. Packets/Flow 29.9816 

Avg. Packets/TCP Flow 9.99248 

Avg. Packets/UDP Flow 309.434 

Max # of Concurrent Flows 268 

Table 1: Bell Labs research trace 

Trace Length 3600 s 

Number of Packets 15607297 

UDP Packets 10572965 

TCP Packets 5034332 

Number of Flows 160087 

Number of TCP Flows 82673 

Number of UDP Flows 77414 

Avg. Flow Length 10.2072 s 

Avg. TCP Flow Length 11.2555 s 

Avg. UDP Flow Length 9.08774 s 

Longest Flow 3600 s 

Avg. Packets/Flow 97.4926 

Avg. Packets/TCP Flow 60.8945 

Avg. Packets/UDP Flow 136.577 

Max # of Concurrent Flows 567 

Table 2: OGI OC-3 trace 
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OC-3c link. This link connects with Internet2 in partnership with the Portland Research 

and Education Network (PREN). This trace captured a portion of an active Half-life game 

server (an example of an interactive virtual world), whose activity is characterized by a 

moderate number (~20) of long-lived small high packet-rate UDP flows. Table 1 and 

Table 2 present a summary of the statistics of these two datasets. A graph of the number 

of concurrent flows is shown in Figure 18. The Bell trace is much smoother, while the 

OGI trace contains roughly twice as many concurrent flows. 

For the purposes of our analysis, a bi-directional flow is considered as 2 independent 

flows. A flow begins when the first packet bearing a unique 5-tuple (source IP address, 

destination IP address, protocol, source port, destination port) arrives at the node. A flow 

ends when the last packet is observed, or after a 60 second timeout. This number is 

chosen in accordance with other measurement studies [fraleigh] and observations in the 

field [iannaccone][mccreary].  

 

Figure 18: Number of concurrent flows in test data sets  
























































































































































































































































































